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Introduction

This paper explores the potential risks encountered by financial institutions and the current regalulatory reforms of Basel II relative to a better estimation of capital requirements, in order to ensure the safety and soundness needed in the banking system. Although Basel II comprises a step to this direction, based on some significant financial disasters we present, we examine the need for sufficient and improved internal controls.  
Basel Accord
Background

The establishment of the Basel Committee on Banking Supervision and especially the introduction of the capital accord in 1988 was a milestone for the regulation of banks and the stability of the international banking system. The fact that the types of transactions entered into by banks were becoming more complicated, and the significant differences of capital regulations and definitions between several countries, made this development necessary (Gallati 2003). Thus, the first Basel accord introduced international risk-based standards for capital adequacy, and the minimum level for the ratio of capital to total assets which was being used until then was gradualy replaced with more sophisticated standards. After an important amendment in 1996, the Basel Committee proposed a new set of rules in1999 which became known as Basel II and was since revised several times. 

Structure

Basel II is based on three “pillars”: 

· The supervisory review pillar requires supervisors to examine and evaluate the banks’ risk management processes and internal capital adequacy strategies, and take appropriate supervisory action in case the risks are not adequately measured and controlled. Part of the supervisors’ role is to encourage banks to develop and apply better risk management techniques.

· The market discipline pillar requires the banks to disclose large amounts of information about the way they allocate capital and the risks they take. This will add more pressure to the banks to make more sound risk management decisions and improve their risk management practices if market participants have access to more information about those decisions.

· The minimum capital requirements pillar deals with the regulatory capital that the banks are required to keep, and includes more complicated calculations than the previous versions of the accord. The value of the assets is weighted according to their risk for the bank, and the minimum level for the ratio of total capital to total risk-weighted assets is set to 8%. 
The total capital consists of two types:

---Tier I capital, which is equity capital and disclosed reserves and is common to all countries’ banking systems and wholly visible in the published accounts, and 

---Tier II or Supplementary capital, which includes elements such as undisclosed reserves, revaluation reserves, general provisions and subordinated term debt (BIS 2006).

At least 50% of the banks’ total capital must be Tier I. Basel II takes into consideration three major types of risk that the banks face, credit risk, market risk and operational risk, hence the formula for the minimum required capital is:
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Credit Risk

According to the Bank for International Settlement (BIS), credit risk is defined as ‘the risk that a counterparty will not settle an obligation for full value, either when due or at any time thereafter’. Under Basel II accord, banks have 3 options concerning their credit risk estimation: 
· the standardised approach, 
· the foundation internal ratings based (IRB) approach and 
· the advanced IRB approach. 
The standardised approach is more appropriate for banks that lack the sophistication to use the internal rating approaches. Its main rules for determining the risk weights are summarised below: 
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This approach takes also into account the guarantee provided by a collateral, reducing the risk weight for assets (RWA) through the formula below: 
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Where RWA is the initial risk weight, E is the exposure of the collateral and CA the adjusted value of the collateral.

According to IRB approach, banks that meet some minimum specific requirements in terms of sophisticated risk estimation models, capital efficiency etc are allowed to rely on their own estimates of risk components in determining the capital requirement for a given exposure. The IRB is based on four key parameters in estimating credit risk: the probability of default (PD), the loss given default (LGD), the exposure at default (EAD) and the effective maturity (M). Under foundation IRB, only PD is estimated by the bank with the rest parameters being determined by Basel II guidelines, while under advanced IRB all of the above parameters are estimated internally by the bank. 

Market Risk

Market risk is included inherently in every financial transaction, as all the financial products are affected by changes of stocks’ prices, interest rates, foreign exchange rates and commodity prices. The firm should take those risks into consideration.

The 1988 accord was amended to include market risk:
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Where TRC is the total risk charge, CRC is the capital risk charge and MRC is the market risk charge.

There are two approaches to measure market risk:

· Standardized Model

· Internal Models Approach

The standardized approach suggests a model that measures the capital charges using the summation of the various market risk factors, as illustrated in the following formula. 
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The changes are given by a standardized table which takes maturity bands and duration weights into consideration.

The internal models approach is solely based on VaR and its quantitative parameters are explicitly defined. VaR is the 99% 10-business day value at risk. The use of internal models must be first approved by the supervisory authority. The formula used is the following:
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The specific risk charge (SRC) is added and represents the specific risk of traded debt and equity securities, whose risks are not taken into consideration by the internal models. K is a factor that has a minimum value of three and will be set by independent supervisors according to their evaluation of the bank’s risk management processes. Depending on the failure rates of the VaR models of the bank, factor k is increased accordingly.

Operational Risk

The inclusion of operational risk in the calculation of the required regulatory capital proposed by the Basel Committee has been severely critisised by both banks and academics who are not convinced for the need of regulation in this area (Danielsson et al 2001). However, the increasingly complex environment in which banks operate and the many different kinds of risk that arise from it, and the large number of operational risk losses that have resulted in financial disasters, have made the regulation of operational risk necessary. Furthermore, the new credit risk calculation of Basel II will reduce the capital requirements for most banks, and regulators want another capital charge to raise the total capital (Hull 2007). Operational risk can be defined as “the risk of loss resulting from inadequate or failed internal processes, people and systems, or from external events” (BIS 2001). 
There are three alternative approaches for the calculation of the operational risk regulatory capital according the sophistication of each bank:

· The basic indicator approach, which is the simplest one, sets the operational risk capital equal to 15% of the bank’s annual gross income over the last three years.

· The standardised approach is slightly more complicated, and the average gross income over the last three years is multiplied by a different “beta  factor” for each business line of the bank.

· The advanced measurement approach allows the banks to use their own internal models to calculate the operational risk required capital.

Finally, the risk-weighted assets for operational risk are defined as 12.5 times the calculated operational risk capital.

Costs and Benefits of Basel II
Williams (2005) summarises the main benefits of Basel II as: 1) the incorporation of advances in risk management and risk measurement techniques into supervisory evaluation of capital sufficiency, 2) the mitigation of misuses in credit markets by the contemporary capital standard and 3) the ameliorations in the bank safety and soundness from a more risk-sensitive approach to establishing minimum capital requirements. 
Whilst these significant contributions of Basel II are acknowledged by Herring (2005), the latter underlines the significant costs resulted from the new regulation. It can be very costly for banks, home country and host country supervisors and subsequently, to the broader economy. Most of the cost derives from the elaborate and prescriptive approach to specifying the risk weights for capital charges. Finally, another remarkable cost resulting from Basel II is that the extended information the banks are required to disclose, could otherwise constitute a considerable competitive advantage.
Cases of financial disasters
Some of the major financial disasters which have occurred in the past are briefly presented below.
ENRON

One of the most high profile financial disasters is that of Enron in automn 2001, which resulted in heavy losses for its shareholders and for the banks that were involved in the company’s financing. Enron’s top executives had been using fraudulent accounting techniques in an effort to boost the company’s stock price, and at the same time the company’s auditors had been persuaded to become complicit in earnings misstatements allured by valuable consulting contracts (Armour and McCahery 2006). It is remarkable that in the year 2000 96% of Enron’s reported income was due to aggressive accounting manipulations, and its reported debt was cut by more than 50% (Markham 2006). The involvement of major international banks in the Enron scandal is undisputable, since they were charged with having knowledge of wrongdoing by the company and with lending substantial assistance to that conduct. Furthermore, analysts at several investment banks, supposedly offering independent advice, were pressured to recommend Enron’s securities and derivatives to other parties because of their firms’ involvement in Enron’s financing (Jackson 2002).   

The Enron collapse brought out the lack of both external and internal controls, and was the main cause of the adoption of the “Sarbanes – Oxley” legislation by the U.S. congress in 2002, in order to counter failures in corporate governance and restore public confidence in stock markets. Among the measures introduced by this legislation were the requirement of the CEOs and CFOs to certify, on pain of criminal penalties, their firm’s periodic reports and the effectiveness of internal controls and the obligation of the firm to establish an audit committee comprised of independent directors, of which at least one member must be a “financial expert” (Monks and Minow 2004).

Long-Term Capital Management  (LTCM)

Long-Term Capital Management was formed in 1994 by a group of eminent economists and businessmen. It started as an arbitrage fund specializing in high-volume arbitrage trades in bond and bond-derivative markets, but gradually became more like a macro fund taking speculating positions in the financial markets which resulted in a riskier portfolio. Although up to the early 1998 LTCM was producing spectacular returns for its investors, it was only some months later when the fund was on the verge of bankruptcy.

This sudden downturn was the outcome of a combination of unfavourable market valuations, not properly forecasted by the fund, and a lack of liquidity.
As Joe Kolman (1999) indicates  LTCM management was showing an unreasonable faith on risk models and particularly on VaR, according to which the possibility of failure was extremely low. Furthermore, it seems there was a mistaken perception from the management’s perspective about the liquidity risk. The latter was considered to be mainly dependent on investors’ withdrawals following a big fund loss, something unlikely to happen due to the LTCM’s policy of locking up investors’ capital for a considerable time period, usually 3 years.  

Other cases

Two well-known cases are those of Allied Irish Bank (AIB) and Barings. Both cases involved unauthorized and carefully concealed trading activities, which were made by individual traders and resulted in bankruptcy of Barings and a loss of 691$ million for AIB (Allen 2003).
Another similar case is that of the London borough of Hammersmith and Fulham, which was involved in trading swap contracts (Brailsford et al 2005). Due to wrong estimations of interest rates, they made loss of about 100₤ million. Nevertheless, the contracts had been found “null and void” by the court. (Hill 1990). 

One interesting financial disaster with a completely different lesson to be learnt is that of Kidder Peabody. Computer models originally built for a specific kind of forward trades were wrongly used, without considering the characteristics and specifications of the model (Allen 2003). The result was that the reported profits, which were calculated using the wrong computer model, proved to be artificial. In 1994 the firm was dismantled.

In the case of UBS, an improper internal control structure and inadequate review of the the firm’s trades by its risk management systems enabled losses between $400 million and $700 million in equity derivatives during 1997 (Allen 2003).

Importance of internal controls
Despite the significant regulatory advances for financial institutions, the cases presented above stress the importance of internal controls.

A crucial part of risk management that the internal controls should focus on, is the reliability and the appropriateness of the models used for risk measurement. Such misuses of the models can have afflictive consequences especially in the case of complicated, illiquid or long-dated assets. The lack of sufficient control in the appropriateness of the models was one of the main reasons that led to the artificially inflated reporting profits in the case of Kidder Peabody. Thus, it is concluded that the models should be periodically reviewed through internal controls to monitor any changes in the way they are being used. Another misuse of models than could be mitigated through internal controls is the enormous reliance on them in predicting potential losses or risks. Even the theoretically most accurate models should be repeatedly controlled and jointly used with current market moves or signs in order to predict future variations. This argument is supported by the real evidence of LTCM case where the top management of the fund showed an unreasonable faith especially on VAR measures without fully supplementing them with an adequate set of stress test scenarios. Finally, as the case of LTCM accentuated, when a competitor holding similar positions i.e. Salomon Brothers exits the markets, there may be a huge impact on the firm’s positions. Thus, efficient internal control should apply such a stress scenario examining extreme variations deriving from a competitor’s unfavourable move (Allen 2003).

An important part of the financial institutions’ structure is its traders. According to Basel II (BIS 2006) the operational risk that a firm faces can be divided into several categories. One category consists of the risks that arise from people’s activities. This is basically, in cases of financial institutions, traders’ activities. Although Basel II has provisions for the operational risk, “thinking outside the box” proves to be a wise choice for the firm. There are some characteristics of the traders that need to be controlled by internal control processes and cannot be tackled by the regulations of Basel Accord. Traders often are eager to take risky positions and essentially, to speculate, because the riskier the positions, the greater the potential gains for the trader himself. Additionally, because of the fact that the management team and the stockholders, most of the time, do not have the expertise on the financial instruments traded, the traders will try to deceive them. This attitude is driven by moral hazard (Allen 2003). And in case these risky positions lead to losses, the traders in order to protect their job and to cover these losses take even riskier and bigger positions that might lead to a financial disaster, which is the so-called Ponzi scheme (Allen 2003).
This is the reason why internal controls are of high importance for the firm. It needs to develop robust, effective and independent internal controls, so that unauthorized trading activities can be detected early enough and consequently, the senior management can be informed of the “suspicious” trading activities before these lead to a disaster, which happened in the Barings and AIB case. Moreover, unexpected movement of cash or extraordinary profits or losses, should trigger the internal controls and their source should be spotted. 
An effective internal control system must ensure that there is full transparency in every aspect of a bank’s activities. The independence of the audit and risk committees is essential for a sound risk management practice and the prevention of potential misconduct. The quality of both internal and external reporting must be guaranteed, and proper records and processes that generate a flow of timely and reliable information from within and outside the organisation should be maintained (Financial Reporting Council 2005). Many of the gravest financial disasters of the last decades (i.e. Enron) were facilitated, if not caused, by the lack of such controls, and it is reasonable to believe that most of them would have been prevented with the use of independent and thorough auditing and risk management procedures. 

A category of risk which should be managed by a bank’s internal controls is that of the different types of business that it is engaged in. The risk management function within a financial institution should carefully monitor the type of trading that the institution is doing and prevent it from entering into businesses where the risk that is being taken is unacceptable. Two relevant cases of financial institutions which have failed to do this in the past resulting in large losses, are those of AIB and UBS which were mentioned above. AIB engaged in small ventures in which it lacked depth of expertise, whilst UBS entered an option that was difficult to risk manage and had been previously rejected by other investment banks (Allen, 2003). Such a risk cannot be regulated, and should therefore be managed by the financial institutions’ internal control systems.

Conclusion

       There is no doubt that regulation has played an important role in increasing bank capital and making banks more aware of the risks they are taking. Basel II is widely acknowledged to provide an effective regulatory framework which supports the risk management processes of financial institutions and a stable economic environment where individuals and businesses are protected against financial disasters. However, numerous financial institutions’ failures of the past demonstrate the value of “thinking outside the box” in mitigating the problems that financial risk management addresses. Each institution should take additional measures and develop sound risk management systems. Solid and robust internal controls may not be the absolut “antidote” against financial disasters, but they can definitely provide supplementary protection against risks that regulation cannot control.
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